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Abstract: In space-earth integration network, high-speed movement of space nodes brings in the problem of fre-
quent satellite access router (SAR) handover. A group-based secure handover scheme for multiple mobility nodes
(MN) utilizing satellite trajectory prediction was proposed. By using the movement features of the corresponding
entities, an efficient aggregation mechanism for the interaction message occurred during the multi-MN handover
was put forward. By using predictable satellite trajectory, authentication and session key agreement between new
SAR and MN was accomplished beforehand with the secure context. Compared with existing schemes, the proposed
scheme can provide necessary security features, lower the handover delay, and reduce the computation and commu-
nication overhead of mutual authentication and key agreement. The proposed scheme well suits the space-earth inte-
gration network, where the satellite node is energy constraint.
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